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1 General

The INNOCISE GmbH allows all employees to connect to the company's corporate HomeOffice
environment. The aim of these guidelines is to set up your personal access to this
environment. The setup requirements are:

Virtual workstation assigned by IT

Authenticator-App on your smartphone (Manual and QR-Code are provided by IT)
Windows, Mac, or Tablet Computer

Internetaccess (25 Mbit/s or faster)

PwnNpE

To begin, ensure that your computer is properly connected to the Internet and that you’ve
setup the SOPHOS Authenticator on your smartphone with the manual and QR-Code provided
by IT. Open the browser of your choice and visit the following page:

https://speedtest.innocise.com/

Start the test by clicking on "Start". The test will now start automatically and the results will
be displayed after successful completion. If the latency (ping) is below 100 ms and the
achieved download speed is above 25 Mbit/s, as shown in the following figure, all
requirements for a proper connection to the HomeOffice environment are met.

INNO-Speedtest

Start

Download Upload Latency Jitter
301.42 107.01 7.00 0.08
IMPORTANT:

Please be aware that ALL IT guidelines from INNOCISE also apply in home office. You are
therefore required to pay special attention to the protection of data and information.
Special care must be taken to ensure that confidential data, information, documents, and
passwords are protected in such a way that third parties - especially persons living in the
same household - cannot gain any insight and/or access.
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2 Horizon View Web

1. Open the Web-Browser of your choice (Chrome / Edge / Firefox)

2. Enter the following URL: https://view.innocise.com/ and you will be presented with
the Horizon View Web interface as shown here:

O INNOCISE

LEGAL NOTICE

Dear User,
please be aware that ALL IT guidelines from
INNOCISE also apply in home office. You hereby
agree to pay special attention to the protection of
data and information. Special care must be
taken to ensure that confidential data,

s, and p are

Abbrechen

Hilfe far VMware Horizon
Datenschutzrichtiinie

INNOCISE Home-Office Client fir Windows (x64) herunterladen

3. Read and accept the disclaimer.

4. Enter your username (without @innocise.com) and the 6-digit code from your
authenticator-app (SOPHOS) into the designated fields shown here:

O INNOCISE

Abbrechen

Hilfe far VMware Horizon
Datenschutzrichtlinie

INNOCISE Home-Office Client fir Windows (x64) herunteriaden

5. Click on the Login button
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6. If the authentication is successful a new prompt will appear, were you have to enter
your password (used to login to your computer) and click on the Login button again.

IMPORTANT: Do NOT save any company related passwords!

7. On successful login, a screen with all the applications and Home-Office will be
loaded. For instance, the figure below shows direct access to Inventor and the
Home-Office:

re PR o [

Horwe QMce.

8. To connect to the Home-Office environment select “Home-Office” as shown here:

9. After a couple of seconds, you will be presented with a Home-Office session as
shown here:
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10. If you wish to launch a different application, simply click on the icon located on the
left-hand side to access the menu. From there, you can select the desired application
to open as demonstrated in the screenshot:

Rumning

Home-Office

Available

Hame-Cifics

) Imventor 2024 - EN

11. You can switch between the applications by clicking on them, as shown below:

~ il
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3 Horizon Client

1. Open the Web-Browser of your choice (Chrome / Edge / Firefox)

2. Enter the following URL: https://view.innocise.com/ and you will be presented with

the Horizon View Web interface as shown here:

O INNOCISE

LEGAL NOTICE

Dear User,

please be aware that ALL IT guidelines from
INNOCISE also apply in home office. You hereby

agree to pay special attention to the protection of
data and information. Special care must be
taken to ensure that confidential data,

Abbrechen

Hilfe fur VMware Horizon

Datenschutzrichtiinie

INNOCISE Home-Office Client fiir Windows (x64) herunteriaden

3. Click on the marked link to download the Horizon-Client

4. After the download is completed, open the file and run it as shown here:

Fertig — 222 MB

Alle Downl0%e

VMware-Horizon-Client-2006-8.0.0-16531419.exe

5. Confirm the security warning that may appear by clicking "Yes". Read the license and
privacy terms and start the installation by clicking "Agree and Install".

X X

g VMware Horizon*

Version 2006

You must agree to the P

vacy Agreement and License Terms before you can install the product
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6. Complete the installation by clicking on Finish as shown below and confirm the
restart request that may appear by clicking on Yes.

Erfolgreich abgeschlossen!

To start the initial setup up after the reboot, open the Start menu and search for

"vmware" as shown below as 1. Open the VMware Horizon Client also shown below

as 2:

Documents Settings Photos More ¥

i ' VMware Horizon Client
==
= App

E & & Bd 0

£ vmware
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8. In the VMWare Horizon Client window that opens, click New Server. Another small
dialog window with an input field appears. Enter view.innocise.com and confirm the
entry by clicking on "Connect" as shown here:

Der Name des Verbindungsservers

view.innocise.coﬂ X

9. After you’ve read and accepted the disclaimer you will be presented with the login-
dialog.

10. Enter your username (without @innocise.com) and the 6-digit code from your
authenticator app (SOPHOS) into the designated fields shown here and click on
Login:

ﬁb https://view.innocise.com

Geben Sie lhren INNOCISE UserName und 6-Digit-Code
ein.

|UserName

6-Digit-Code

Abbrechen

11. If the authentication is successful, a new prompt will appear, were you enter your
password (used to log in to your computer) and click on the Login button again.

12. On successful login, a screen with all the applications and Home-Office will be

loaded. For instance, the below screen shows direct access to Inventor and the
Home-Office:
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3 VMware Horizon Client — o X
< > Aktualisieren ¢y Favorit €8} Einstelungen  (8)
&9 https://view.innocise.com
C?] ’ M 4
‘. e
Home-Office AtmoControl CHITUBOX V1.9.5 DeScribe 2.7 Filmora
P eee Py o o .ee 9 o &
Inventor 2021 - DE Inventor 2021 - EN Inventor 2024 - DE Inventor 2024 - EN Inventor Read-
only 2024 - DE
P eee & o < .ee & o o
\":‘/ L
Inventor Read- Voxeldance Tango
only Mode 2024 ... 40
P aee % e

13. To connect to the Home-Office environment click on “Home-Office” as shown here:

Home-Office

ﬁ ane

14. After a couple of seconds, you will be presented with a Home-Office session as
shown here:

73 Home-Office — o X

g

Papierkorb Dashboard Slides
Powerpoint Tem...

9 7

Firefox Microsoft Teams

(D Stro+Ait+Entf B USB-Gerste > (O, Vollbild

GNU Octave (GUI)

o~

Acrobat Reader

i)

VMware Horizon
Performance Tracker
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4 Add Headset to Home-Office

1. Open the previously installed VMware Horizon Client and click on Settings

£ VMware Horizon Client - O X

< C Refresh ¢y Favorite ®

@ https://view.innocise.com

¢ € I

Home-Office HomeOffice-1T CHITUBOX V1.9.5 DarkTable Inventor 2021 - DE
P .. P .. Ty . & . % .
I ) v, N

PRO U )f ] )7( ]
Inventar 2021 - EN Inventor Read- Voxeldance Tango WS-INVENTOR WS-INVENTOR-24
only Mode 2024 ... 40
& .. & .. & . & . & ..

2. Click on USB-Devices and enable our webcam change the settings as shown below
3 VMware Horizon Client — [m] x

<
< Drive & Folder Sharing USB Devices

_ Connect the USB devices to remote desktops and applications.

Select destination remote desktop or app
& VMware Blast

@ Printers Auto-connect All Devices at Startup @ Off
88 Aplesens Auto-connect All Devices when Inserted @ Off
ﬁb Shortcuts

® Geolocation B HD Webcam eMeet C960 @ o |8
Q, Calls and Sharing B GN Netcom Jabra EVOLVE20Ms (@ ) Off @
& Home Office B Realtek USB2.0-CRW ® ) off ®
@ HomeOffice-IT
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3. Click on Real-Time Audio-Video and select Preferred microphone and close the
window

3
[
ul
X

Real-Time Audio-Video

Drive & Folder Sharing

. Preferred webcam
USB Devices

VMware Blast [ Al - I

Real-Time Audio-Video I piefeiediiicioplivne

000y B PIFI0C BA A

[ Kopthérermikrofon (Jabra EVOLVE 20 MS) }

Printers

Applications Preferred speaker

Shortcuts [ Default v I
Geolocation Show Bluetooth Icon

@ on

Calls and Sharing
Home-Office

HomeOffice-IT

4. Launch MS Teams and navigate to the settings.to settings

i < Q  Search (STRG+E)

- § - o x
B Aktivitat Abschied Y... Details

Attt =
Ubertragen

?ﬂt Ungelesen @Erwahnungen <’ Angenommen — Weiterleiten @ Hitfe 5
b)) r ESSER Isabell hat 3007 Mittwoch, 21, August 2024 15:00-16:30 Zoomen — (100)% + A
TS o Sie eingeladen
Abschied Yannis und Isabell © Dach Tastenkombinationen l
Mittwoch, 21, August, 15:00-16:30 en
Kalender L [J Mobile App herunterladen  t
fo HALLER, Ana 24.07 =
'8 Karina aktualisiert
D T B8
Anrufe Visitenkarten #8 neue fzams Q
Donnerstag, 25, Juli, 15:30-15:00 I
(@] "
OneDrive e KOLTES, Kathi 2207 Qptional
O siusiisien ®  THIEMECKE
Business card meeting &  Angenommen
Dienstag, 23. Juli, 14:30-15:00
@ ROUHANA, ..
‘ Bakthiar Ali Shah 08.07 &  Angerommen
s (365ADM) hat.
setup_repository on gitlab s KUNSTLE, Ya...
4 Angenommen
@  SHAH, Bakh...
L Angenommen
& CONTRINO,.
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5. Click on Devices, scroll down to Video settings and select your camera

1] < Q  Search (STRG+E) i’o - O X
v, Einstellungen Gerdte
E) Raumiicnes AUaIo L/ k,_
o, aé‘rg A\Igemein Immersiverer Sound in Besprechungen. Yerflgbar im Zusammen-hModus, in der Katalog- und
g Sprecheransicht. Weitere Informationen
555 B3 Konten und Organisationen
Teams ) Datenschutz
o Benachrichtigungen und Sekundares Klingelgerit
ey Aktivitaten
gt ‘ . Kei v
% #.  Darstellung und Barrierefreiheit eine
Anrufe
o [ Dateien und Links
Videoeinstellungen
E)
QI @ App-Berechtigungen
Q&  Anrufe D Kamerasteuerung automatisch anpassen

Kameraeinstellungen &ffnen ©

9 __Untertitel und Transkripte

I 6} Gerite Kamera HD Webcam eMeet C960 ~
Apps

B Erkennung ) v HD Webcam eMeet C980
Helligkeit anpassen O

VMware Virtual Webcam
Weicher Fokus @ v

@ Informationen zu Teams

6. Conduct a test call to ensure your camera and headset are functioning correctly

5 Horizon Client for mobile devices

You can also use your smartphone and tablet-computer to connect to the HomeOffice-
environment.

1. Open the App-Store on your device and search for “VMware Horizon Client”.

2. Download and install the app with the following icon:
ey
.

3. After the download and installation processes are completed, open the app by
tapping on the icon shown above.

4. On the first start of the app you will be presented with a prompt to configure a new
server. Enter view.innocise.com and confirm the entry by clicking on "Connect" as
shown here:
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Abbrechen Server einrichten

'

L
A

VMware Horizon

view.innocise.com

Verbinden

5. After you read and accepted the disclaimer you will be presented with the login-
dialog.

6. Enter your username (without @innocise.com) and the 6-digit code from your
authenticator-app (SOPHOS) into the designated fields shown here and click on
Login:

Abbrechen

' |

—
A

VMware Horizon

f;\% https:/fview.innocise.com (1)

GEBEN SIE IHREN INNOCISE USERNAME
UND 6-DIGIT-CODE EIN.

13. If the authentication is successful a new prompt will appear, were you have to enter
your password (used to login to your computer and which is indicated by the word
Password instead of 6-Digit-Code) and click on the Login button again.

14. On successful login, a screen with all the applications and Home-Office will be
loaded.
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Verbindung trennen Alle

@ *

Home-Office AtmoControl CHITUBOX V1.9.5

= I

DeScribe 2.7 Filmora Inventor 2021 - DE

I & &

Inventor 2021 - EN Inventor 2024 - DE Inventor 2024 - EN

15. To connect for example to the Home-Office environment tap on “Home-Office”-icon.

6 Citrix Workspace for mobile devices (CRM and ERP)

To facilitate the access to the company’s CRM and ERP systems outside the corporate
network (e.g. during a trade show) you can use your smartphone and tablet-computer to
connect to these services.

1. Open the App-Store on your device and search for “Citrix Workspace”.

2. Download and install the app with the following icon:

9

3. Open the app on your device and complete the “First steps” guide.
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4. You will now be presented with a setup prompt:

©

Citrix Workspace

Securely access your favorite apps and
services in one place and access them
anytime on any device

5. Hit the three dots in the top right corner to display more options and select “Manual
setup”, as shown here:
< Welcome

To get started, enter your company
email address or Store URL

{71 Email address or Store URL

Use smart card

Continue

Settings

e oep

Report Issue

Help Docs

Cancel

Seite 16 von 21



INNOCISE

Precise Handling Solutions

6. Setthe Address to https://apps.innocise.com , enter a description, set the
connection to “Web Interface” and disable “Ignore Certificate Warnings” as shown

here:

7. Hit “Save”
8. You will now be presented with the Login-Screen.

Cancel New Account

Address apps.inncise.com

Description INNOCISE

Auto-Configure
Web Interface
XenApp Services

Access Gateway

Ignore certificate warnings

Zurtick INNOCISE

INNOCISE

Melden Sie sich an

Benutzername:

Kennwort:

Senden

Save

9. Enter your INNOCISE username (without @innocise.com) , Password (used to access
your computer) and the 6-digit Code from your authenticator app (SOPHOS).
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10. After successful authentication applications like the CRM can be launched by tapping
on its icon on your mobile device as shown below:

Zuriick INNOCISE C

INNO-Apps

11. The INNOCISE-CRM is now accessible on your phone:

Zuriick INNOCISE C,

INNOCISE

Benutzername

Passwort

Anmelden Passwort vergessen?
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7 Appendix

7.1 How to change your password

To change the password for your user-account please hit the Ctrl + Alt + End Key on your
Keyboard or open the display keyboard by opening the startmenu in the HomeOffice
environment as shown here:

Alle Apps Dokumente Web Mehr »

Hochste Ubereinstimmung

?q] Bildschirmschoner andern
= Systemsteuerung i

Apps

Bildschirmtastatur
. Snipping Tool App

#  Bildschirmlupe
=2 Bildschirmtastatur Offnen
Einstellungen Als Administrator ausfiihren

=4 Bildschirmschoner aktivieren oder Dateispeicherort 6ffnen

deaktivieren An "Start" anheften

Bildschirmfarbe kalibrieren An Taskleiste anheften

Helligkeitsstufe andern

Bildschirmlupe aktivieren oder
deaktivieren

Unternehmen und das Web durchsuchen

L bildschirm - Ergebnisse aus dem
Unternehmen und dem Web anzeigen

je Bildschirmtastatur{

If you are using the display keyboard, please click Ctrl + Alt + Del instead of Ctrl + Alt + End

This will open a menu where you can select to change your password. To do so you must
enter your current password first followed by typing your new password twice.

7.2 Password policies

Please keep in mind that your password must contain:

> 10 characters

Uppercase letters

Lowercase letters

Numbers

Special characters (e.g. %,5,! ...)

and must not contain:
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e Parts of your name or username
e Consecutive numbers (e.g. 123 or 654)
e Identical characters in a row (e.g. 222 or AAA)

After a period of 365 days your password expires and needs to be changed.
7.3 Session Collaboration for Horizon View

The goal of this feature is to expand the Horizon architecture to allow a user to share their

remote session with colleagues quickly and simply. A how to guide can be found here:
https://youtu.be/YGO1HpX87Ic?t=87
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In case of questions or problems, please contact our IT-staff:

Henrik Ol!mann Bakhtiar Ali Shah
Master of Science (M.Sc.) Bachelor of Science (B.Sc.)
Head of Technology IT System Administrator
IT@innocise.com IT@innocise.com

Tel. +49 681 9659-2345 Tel. +49 681 9659-2345



