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1 Overview

INNOCISE has enabled Multi-Factor Authentication (MFA) for your Office 365 account. MFA
is an authentication method that requires more than one verification method for users when
signing in. When you log into the company (i.e., Office 365 account) you will be required to
enter your INNOCISE username (UserName@innocise.com) and password, as well as a
verification code. To receive the verification code, a one-time setup of the MFA verification
method is required. This guide explains how to setup the MFA verification method.

What is MFA and How does it Work?

At a basic level, authentication requires proof that users are who they say they are. Multi-
factor authentication solutions take it a step further by requiring users to provide proof from
two or more authentication factors (categories as shown below) before access is granted. A
hacker or unauthorized user may be able to steal a password or buy it on the dark web, but
for them to gain access to a second authentication factor is slim and requires much more
effort. Consequently, MFA stops most bad actors before they can enter company systems and
gain access to confidential data.

KNOW

Passwords,
PINs,
KBAs

V] _: A (M | _: A
MEA
Bracelet, Key Fob, Fingerprint,
Mobile Phone, ME 2 Retinal Pattern,
-0 Fo\

Other Devices Voice, Face

What is the Purpose of MFA?

Habits are hard to break, so additional ways to verify a user’s identity are necessary. Multi-
factor authentication keeps data and systems secure by adding roadblocks that stop bad
actors in their tracks. Even if a password or other authentication method is compromised, it’s
extremely rare that a hacker also has a second or third authentication factor. MFA prevents
users without the requisite number of authentication factors from accessing INNOCISE
resources.
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2 General

IMPORTANT: After activating MFA for your user-account you have to re-login to
your mail-account in Outlook and the CRM.

1. Open the Web-Browser of your choice (Chrome / Edge / Firefox)

2. Enter the following URL https://login.microsoftonline.com/?whr=innocise.com and
you will be presented with the login prompt as shown here:

(@ Hhacle

Anmelden

@, Anmeldeoptionen

3. Enter your username (with @innocise.com) and password and click on Next.

4. After successfully logging in you will be presented with the following prompt:

(Q INNOCISE
dummy01@innocise.com

Weitere Informationen
erforderlich

Ihre Organisation bendtigt weitere Informationen

zum Schutz Ihres Kontos.

5. Click on the Next button.
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6. You will be prompted to download the Microsoft Authenticator-App or to choose a
different Authenticator-App as shown below.

IMPORTANT: Only the Microsoft-Authenticator-App or the SOPHOS Intercept-X
App are allowed

Schiitzen Sie Ihr Konto
Methode 1von 2: App

o

App E-Mail

Microsoft Authenticator

é Rufen Sie zuerst die App ab.
Installieren Sie die Microsoft Authenticator-App auf Ihrem Smartphone. Jetzt herunterladen

Nachdem Sie die Microsoft Authenticator-App auf lhrem Gerét installiert haben, wahlen Sie
"Weiter".

Ich méchte eine andere Authentifikator-App verwenden

Ich mé&chte eine andere Methode einrichten.

2.1 Setup of Microsoft-Authenticator
1. Download the Microsoft-Authenticator-App (if already installed go to step 4):

GETITON #_ Download on the
' Google Play [ ‘ App Store]

2. After successful download and installation of Microsoft-Authenticator click on next

3. Open the Microsoft-Authenticator-App on your smartphone and allow notifications
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4. Add a new account by choosing Work or school account as shown below:

WHAT KIND OF ACCOUNT ARE YOU ADDING?

== Personal account

= Work or school account

Other (Google, Facebook, etc.)

5. If you are prompted to allow the Microsoft Authenticator to use your camera, tap
OK.

“Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don’t Allow

6. Select QR-Code
7. Click Next in your browser and you will be presented with a QR-Code as shown here:

Schitzen Sie lhr Konto

Methode 1von 2: App

App E-Mail

Microsoft Authenticator

QR-Code scannen

Verwenden Sie die Microsoft Authenticator-App, um den QR-Code zu scannen. Auf diese Weise wird die
Microsoft Authenticator-App mit lhrem Konto verknupft.

Nachdem Sie den QR-Code gescannt haben, wihlen Sie "Weiter".
W]t wl

Example
DO NOT SCAN

[EIFCERAE

Das Bild wird nicht gescannt? ‘

Ich méchte eine andere Methode einrichten.
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8. Scan the QR-Code with the Microsoft-Authenticator-App. Your Account will be added
automatically.

9. Click Next in the browser and your newly added MFA will be tested.
10. A two digit code is displayed as shown here:

Schutzen Sie lhr Konto
Methode 1von 2: App

o

App E-Mail

Microsoft Authenticator

Probieren wir es aus

v

Genehmigen Sie die Benachrichtigung, die wir an Ihre App senden, indem Sie die
- untenstehende Nummer eingeben.

89

Zuriick

Ich méchte eine andere Methode einrichten.

11. Enter the two digit code in the prompt displayed on your smartphone as shown here
and tap Yes:

@ Mochten Sie sich anmelden?

INNOCISE GmbH >
Dummy01@INNOCISE.com 3S...

Geben Sie die angezeigte Nummer flir

R die Anmeldung ein.

|Nummer eingeben

m Nein, ich bin es nicht

Ja
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12. Your browser will show a message that the authentication was successful:

Schitzen Sie lhr Konto
Methade 1von 2: App

App E-Mail

Microsoft Authenticator

Benachrichtigung genehmigt

v

Ich méchte gine andere Methode einrichten.

13. Click on Next to finalize the setup.

14. In the next prompt click on Finish as shown here:
Schitzen Sie |hr Konto
Methode 2 von 2 et
pre £ Mo

Erfolgreich!

Sehr gut! Ihre Sicherheitsinformationen wurden erfolgreich eingerichtet, Klicken Sie auf "Fertig”, um die
Anmeldung fortzusetzen.

Standardanmeldemethode:

@ Microsoft Authenticator
E-Mail

Seite 8 von 13



() INNOCISE

Precise Handling Solutions

2.2 Setup of Sophos Intercept X for Mobile
1. Download the Sophos Intercept X for Mobile (if already installed go to step 4):

GETITON #_ Download on the
' Google Play .App Store
2. After successful download and installation of Sophos Intercept X for Mobile click on
Next

3. Open Sophos Intercept X for Mobile on your smartphone, tap on the burger-menu in
the top left corner and select Authenticator.

Sicherheitswerkzeuge

Authenticator

Password Safe

Secure QR Code Scanner

4. Add a new account by tapping on the QR-Code symbol in the top right corner as
shown below

Intercept X

Authenticator

Einmal-Kennworter verwalten

5. If you are prompted to allow Sophos Intercept X for Mobile to use your camera, tap
OK.
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6. Click Next in your browser and you will be presented with a QR-Code as shown here:

Schiitzen Sie |hr Konto

Methode 1von 2: App

App E-Mail

Authenticator-App

QR-Code scannen

Verwenden Sie die Authenticator-App, um den QR-Code zu scannen. Auf diese Weise wird die
Authenticator-App mit lhrem Konto verknipft.

Nachdem Sie den QR-Code gescannt haben, wahlen Sie “Weiter".
Ml 2lal

Example
DO NOT SCAN

[ Bt |

Das Bild wird nicht gescannt?

Ich méchte eine andere Methode einrichten.

7. Scan the QR-Code with Sophos Intercept X for Mobile. Your Account will be added
automatically and a new 6-digit code will be shown every 30 seconds.

8. Click Next in the browser and your newly added MFA will be tested.

9. A prompt for a 6-digit code is displayed as shown here:

Authenticator-App X
Code eingeben
AR Geben Sie den sechsstelligen Code ein, der in der Authenticator-App angezeigt wird.
Code eingeben
-

| Zuriick |

10. Enter the 6-digit code from with Sophos Intercept X for Mobile in the prompt and
click on Next:
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2.3

11. Your browser will show a message that the authentication was successful:

Schiitzen Sie |hr Konto
Methade 2 von 2: Fertig

App E-Mail

Erfolgreich!
Sehr gut! Ihre Sicherheitsinformationen wurden erfolgreich eingerichtet. Klicken Sie auf “Fertig”, um die
Anmeldung fortzusetzen.

Standardanmeldemethode:

D Authenticator-App

E-Mail
B aummusereimecsecom

12. Click on Finish to finalize the setup.

Re-Login to Outlook and CRM

Open Outlook on your computer / smartphone

You will be presented with a login-prompt.

Enter your username (incl. @innocise.com) and password and proceed.
You will be presented with a MFA-prompt.

Fill in the required data (6-digit-code or MFA-challenge) and proceed

Open Edge and go to https://crm.innocise.com

Login to your account

Browse to Personal E-Mail Account

© 0 N o U A W DN PR

Click on Disconnect
10. Wait until disconnected
11. Click on Connect

12. Click on Check Connection and wait for the green banner to appear on the top.
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3 Change or add MFA-method

Open the Web-Browser of your choice (Chrome / Edge / Firefox)

Enter the following URL https://mysignins.microsoft.com/security-info

Enter your username (with @innocise.com) and password and click on Next.

P wN P

After successfully logging in you will be presented with a list of your current
authentication methods:

!EN?E!{E ‘ Meine Anmeldungen v

2 Ubersicht Sicherheitsinformationen

Die folgenden Methoden werden zum Anmelden bei Threm Kento oder zum Zuriicksetzen lhres Kennworts verwendet.
£ Sicherheitsinformation...

£l Gerste ~+ Anmeldemethode hinzufiigen
Zuletzt aktualisiert:
@, Kennwort (=] Kennwort @ vor 11 Tagen
=3 Organisationen ’—‘ Authenticator-App schen
Zeitbasiertes Einmalkennwort (TOTP) -
& Einstellungen und Date...
= E-Mail dummy.user@innocise.com Andern Leschen

) Letzte Aktivitat

Haben Sie Ihr Gerat verloren? Uberall abmelden

5. Add or delete a MFA-method.
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In case of questions or problems, please contact our IT-staff:

Henrik Ol!mann Bakhtiar Ali Shah
Master of Science (M.Sc.) Bachelor of Science (B.Sc.)
Head of Technology IT System Administrator
IT@innocise.com IT@innocise.com

Tel. +49 681 9659-2345 Tel. +49 681 9659-2345



